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MMOJOXEHHE

00 obecnevenny 6e30MaCHOCTH ABTOMATH3IMPOBAHHOK HHpOpMaTHONHO|

CHCTEMBI JOINIKOJbLHOTO Oﬁpa?pOBaTeJ'leOl"O yYUupekaeHus

1. O6wue nonosicerun

Hacrosmee Ilomoxkenne omnpeaenser ‘TtpeboBanus 10  obeclnedeHHIo

0e30maCHOCTH aBTOMATH3HPOBaHHOH HH(OPMAIMOHHOH cHcTeMsl (manee - AHC)
JOLIKOIBHOTO 00pa30BaTenbHOTO yupexaeHus (aanee — Omeparop).

AHC  npencranser coboit  IT-cuctemy, mnpeaHazHadeHHYIO  AId

aBTOMaTH3allM{ TNIpoIleccOB (opMUpOBaHUsA, 00paboTKH M aHanu3a HHGPOpMalMH
110 OCHOBHBIM HallpaBlIeHUAM JfedaTensHocTd OnepaTopa,

OcHoBHBIMH QyHKIMOHAIEHBIMY Bo3MOxHOcTAMH AVIC OnepaTtopa aBngioTca:

¢opMupoBaHMe, XpaHeHHe M OOHOBIEHHE CBeACHHN 0O - CTPYKType
noapasaeneHuit, rpynn Oneparopa,

¢dbopMHpOBaHHUE, XpaHCHUE U OOHOBIEHWe CBeIeHHH O NEeJArOTHYeCKOM
COCTABE U UHBIX COTPYAHUKAX noapazaenenni Oneparopa,

dopMHpoBaHHe, XpaHeHHe W OOHOBJIECHHE CBeleHHH 00 MHIMBHAYaTbHBIX
ny1aHax paboThl NeJarorHyeckoro cocTasa;

¢opMHpOBaHHE, XpaHEHHEe M OOHOBIEHHE cBeleHHIl 00 y4yeGHOM IUlaHe M
uHbix ianax Oneparopa;

¢opMuUpoBaHHe, XpaHeHHe M oOHOBJICHME CBeJeHWH O Harpyske
NeJaroruyeckoro cocTaBa;

GopMHpoBaHue, XpaHeHUe U OOHOBIEHME CBeJeHHWH O HAY4YHOW U yueOHOo-
MeTOMYeCKOH nuTepatype (METOIUYECKHE PpEKOMEHJauuy, ydeOHbie
nocobus, MoHorpapuy, nyOGnuxanuy, HHOE), BKIOYas paspaboTKH
THeIarorHYeckoro cocTaBa;

(dopMHpOBaHHE, XpaHEHHE M ODHOBIICHHE CBEACHHH O BOCIIMTAHHHKAX M HX
3aKOHHBIX MPEACTABUTEIISX;

GopMHpoBaHHe, XpaHeHHe M OOHOBJEHHWE CBEACHHH O pe3yJbTaTax
06pazoBaTeNbHOrO MpoLecca,;

aHanuTHueckas ob6paboTka HH(pOpMAUMH O NpOBeIEHHH 00pa3OBaTENLHOTO
npouecca.

B xadectBe wuHopmaumu, nomiexameir 3amure B AMC Oneparopa,

paccMaTpHBAIOTCA:

HNEPCOHAIBLHEIE JAHHBIC IIEAATOTHYECKOT0 COCTaBa U HHBIX COTPYAHHKORB,
NepCOoHANIBHEIE JAaHHBIE BOCIHTAHHHKOB, B TOM YHCIIC M JAaHHEBIC o6 Hx
3aKOHHBIX MPEACTABUTCIIAX,



® [epCOHAajIbHblIe [aHHBIE COTPYAHHKOB aJMMHUCTPATHBHO-XO3IHCTBEHHBIX
noJipa3ieIeHUI.

ITpu obecneueHHH He3011aCHOCTH NEPCOHANBHBIX JAHHBIX B HHGOPMALIOHHOMH
cucreMe Oneparop pyKOBOJCTBYETCSl CJENYIOLUIHUM: BHIOOp CpPEACTB 3ail{UTHI
WHGOPMALIMH JUIS CHCTEMBI 3allUTHl [ePCOHATIBHBIX JAHHBIX; ONpeieNleHHe THIA
yrpos fe3onacHoCTH NMepPCOHANBHBIX ~ AAHHBIX, AKTyaNbHBIX  JUIA
HHGOPMATMOHHOH  CHCTEMBI;  YCTaHOBJIeHHe W  olecneueHHe  YPOBHSA
3AIAIIEHHOCTH TIEPCOHANBHEIX B HH(GOPMALMOHHON CHCTEME TNPOU3BOIUTCS
OmnepatopoM B cooTBeTCTBHH ¢ TpeboBaHUAMHU K 3aliTe NEPCOHAIBHAIX JAHHBIX
npu ux o0paGoTke B HHGPOPMAIMOHHBIX CHCTEMaxX TNEPCOHANBHBIX JAHHBIX,
YTBEPKIEHHBIX nocTtaHoBileHHeM [lpasutenesctBa P® ot 1 HosOps 2012 r. N
1119,

OCHOBHBIMH TpYIIaMH yYrpo3, Ha MPOTHBOCTOSHHE KOTOPHIM HAIMPABJICHbI
ueny ¥ tpeboBaHng 6€30TIaCHOCTH, ABIFIOTCA:

® Yrpo3snl, CBsi3aHHBIE C OCYUI[eCTBJIeHHEM HeCAaHKIIMOHHPOBAHHOTO MAOCTyIa
(o3HakomiicHus) ¢ HHDOpManueil, coaepxaleidl CBEAEHUA O NEPCOHANBHBIX
JAHHBIX paOOTHHKOB H BOCIIHTAHHUKOB, IIpH e¢ 00paboTKe U XpaHeHHH;

® yrpo3bl, CBA3aHHBIE C HECAHKIMOHHPOBAaHHBIM KOIHPOBaHHEM (XHIICHHEM)
uHGOPMAIIHH, CoAepKallell CBEJICHHS O NepCOHANBHBIX JAHHBIX pabOTHHKOB U
BOCTIMTaHHHKOB;

® YIPO3bl, CBA3aHHBIC C OCYIIECTBACHHEM JOCTYIA K HH(OPMALHH, COJepxKaIen
CBEICHHS O TMEPCOHANBHBIX JaHHBIX PabOTHMKOB M BOCIIMTAHHWKOB, 0e3
pa3pelleHHs Ha TO ee Biajienbla (Cy0bekTa IepcoHabHBIX AaHHEIX);

e Yyrpossl, CBA3aHHbIE C HapylUICHHEM NOpsJka JAOCTYNa K MHQopManuy,
cofepxaiefi CBeIeHUS O IEPCOHANBHEIX JAHHBIX pPabOTHHKOB H
BOCIHTAHHHUKOB, MepeaBaeMoli 3aHHTepeCOBaHHEIM JIHIIAM;

e yrpo3bl, CBSI3aHHbIE C MEpexBaToM HHGOpMaLMK, cojepiKalleH CBEACHHA O
NEPCOHANBHBIX AaHHBIX PAOOTHHKOB H BOCIIHTAHHHKOB, N3 KaHAJIOB Ilepelayy
JAHHBEIX C HCIOJIB30BAHHEM CNCHMAIM3HPOBAHHBIX ITPOrPAMMHO-TEXHHIECKHX
CpelCTB;

e yrpossl, CBf3aHHBIe ¢ nOTepeill (yrparoil) HHpOpMamHM, CcoAepKalleH
CBEACHHS O  TEpPCOHANBHBIX JAaHHBIX pabOTHMKOB M BOCHHTAHHHKOB,
BcneacTBHE c00eB (OTKa30B) MPOTPAMMHOIO H allapaTHOTO 00eCTieYeHHs;

e Yrpo3bl, CBA33aHHBIE C BHEJPEHHMEM KOMIIBIOTEPHBIX BHPYCOB H JPYroro
BpeOHOCHOT'O YIPOIPaMMHOTO obecTieyeHus;

e Yyrpo3bl, CB3aHHBIE C  OCYIIECTBACHHEM  HECAHKIHOHHPOBAHHBIX
HH(OPMALIHOHHBIX BO3/leHCTBYH (HanpaBieHHBIX HA «OTKa3 B 00CIYXKVBAHHM
JUIS  CEPBHCOB, MOIU(UKAIHNIO KOHQUIYPallMOHHBIX JAHHBEIX IIPOrpaMMHO-
anmapaTHBIX CPeJICTB, noadop ayTeHTH(HKAHOHHOM HH(OpMaLUy H T.I1.).

®yuKUWOHANbHEIE TpeOoBaHHa 0¢30M1aCHOCTH OXBATHIBAIOT:

¢ Tpe(GOBaHW K OCYLISCTBICHHIO ay11Ta 0€301acHOCTH;




TpeGoBaHus K obecrneueH IO NIOIMHHOCTH Cy0ObeKTOB 0OMeHa HHPOpMaITHEl;
TpeboBaHus K Kpuntorpadryeckoii NogaepKKe;
TpeboBaHUA K 3alMTe MHOOPMALMH, COASPKalIel CBeeHH O MePCOHANBHEIX
JI@HHBIX PabOTHHKOB M BOCTIHTAHHHKOB;

¢ TpeboBaHuA K UACHTHHKAINY K ayTeHTUUKAIMY nonb3oBaTenei AVIC;
TpeGOBaHHA K YIPaBIEHUIO 6€30MaCHOCTEIO;
TpeOOBaHUS K 3aIUTE CHCTEMEI 0e30MacHOCTH.

2. Ocnognuble pynxyuonanshivte eosmodcnocmu AHC, censannvle
¢ obecneuenuem Gezonacnocmu (3auiumoii undopmayuu)

2.1. 3amuTa JaHHBIX N0Jb30BATE/IA

ANC nomxHa ocymecTBIATE (YHKIMH W NOITUTHKY H30HpaTENIBHOIO
(MHCKpeIIMOHHOI0)  ynpaBleHuss JoctyrnoM. V30upaTenbHoe  ynpaBieHHe
JOCTYIOM  JOKHO  OpeJocTaBisATh  BO3MOMKHOCTH  OrpaHH4WBaTh H
KOHTPOJIHPOBATh JAOCTYN K CHCTeM€ M K HHGpOpMAaIUH, coaepxareil CBeIeHUA O
NEepPCOHAIBHBIX JaHHBIX.

Kaxapiii [lone3osarens, neitaromuiics noayduts goctyn kK AWC, chavama
AOJXEH NPOXOJUTH NPOLEAYPY HASHTUGHKAUMY U ayTeHTUQHKAIMH, a 3aTeM, IIpH
NOMNBITKAX TOJyMEHWs] JOCTyNa K aKTHBaM, — aBTOPU3ALMIO, T.e. NPOBEPKY
paspemienuii Ilonb3oBaTens 10 OTHOIIEHHMI0 K KakoMY-THOO 3alHIIaeMOMY
AKTHBY.

B AMC poctyn k wundopmaumu [nomxed OBITH paspellleH TOJBKO
yrnoiHoMO4YeHHbBIM Ha 3T0 [lone3oBarenaMm. Mojens 3amurel AMC momkna
BKJIIOYATh KOMIIOHEHTEHI, KOTOphle pealu3yloT KOHTpolb cyOBeKTOB JOCTyMla,
NeACTBUH, NpeArpHHAMAeMBIX KOHKPETHOH CYITHOCTBI0 MO OTHOLUCHHIO K

o0BeKTY gocTymna.

Kaxnmopiii o0bekT JpocTyma, npenctaBleHHbld B AWMC, nomkeH OBITH
OTHO3HAYHO acCOUMHPOBaH ¢ HabopoM aTpHOYyTOB O€30MaCHOCTH, ONMPENeAIOIIMX
OezomacHoCTh 3aluIaeMoro oowvekTa. JlaHHBIT Habop arpubyToB XOIDKEH
GOpMHpOBATBECS IPH CO3AaHHMH OOBEKTA M BHOCAEACTBHH MOXET MEHSATHCA.
M3MeHeHHe WX 3HayeHHH JOMKHO OBITH obecmedeHo ToAbko Ilonk3oBaTeNaM,
MMEIOIIMM  CTAaTyC Biajenblla oO0bekTa, a Takke CcyObekraM, KOTOPBIM
MPeAOCTABNEHEl COOTBETCTBYIOIIUE TIOTHOMOYHSL.

IlpaBa noctyna cyOBekToB K OOBEKTY NOJKHBL ONpPEAeIsIThCA MOCPEICTBOM
CIIMCKa YTIpaBieHUs JocTynoM. CITUCOK yIpaBlIeHHs JOCTYIOM JIOJDKEH BKIIIOYATh
nepedeHs MONb30BaTeNeH, KOTOPHIM paspelieH JOCTYN K 00BexTy, a Takxke Habop
JOIIYCTHMBIX HaJl OOBEKTOM JAeHCTBHUI.




2.2. Ayant coObiTnii 6ezonacHocTH

AUC pomxna obecnieunBath HabGop CPelCTB ayaMTa, MpeJHA3HAYEHHBIX JIA
MOHHUTOPHHIa U OOHapyKEHHs HeXeNaTeNbHBIX YCIOBHMM, KOTOpBIE MOTYT
BO3HUKHYTH, a TaKke COOBITHNM, KOTOpBIE MOIYT IIDOH3OHTH B CHCTEME.
MoOHUTOPHHT OTHOCAUIMXCHS K Oe30MacHOCTH COOBITHH JOMXeH IIO3BOJIITH
ofHapyMBaThb HapyliuTeJell Oe3omacHOCTH, a TaKXe€ BHIABIATE TONLITKH
HecaHKIMoHUupoBaHHore jocrtyna k AWC wnm goctyma K 3amuiaeMoi
uHQopMmalui. B wacTHOCTH, omnpejaends TOAUTHKY ayIauTa, YIOTHOMOYEHHBIH
apmuanctpatop AUC nommkeH MMeTh BO3MOXHOCTh OCYUIECTBIATh AYAHUT TOIBKO
HeoOXOAHMBIX THUIOB COOBITHH Oe30macHOCTH, TAKMX KaK HEYJAYHBIE IIONBITKH
NMoAKMoYeHus noibs3obareneil k AWC. 3amuck pelynsTaToB ayaurta coOBITHIMA
0e30TIacHOCTH JAOJDKHA OCYMIECTBAATRCH B JKYPHAIBl PErucTpallld COOBITHIH
ay[uTa, JOCTYI K KOTOPOMY JAOMKEH OBITH pa3pelleH TOJILKO YITOIHOMOYEHHOMY
aamuaucTpatopy AWC. Iipocmorp XypHanoB peructpauum coObithii ayawurta
JI0JDKEH BBIOJIHAETCS ¢ ucnons3oBaHueM cpeactB AVC (cnenuanu3supoBaHHBIX
MHCTPYMCEHTaNbHBIX Cpencts). JlaHHble CpeAcTBa JOJKHBI INPEHOCTABIATH
BO3MOXXKHOCTh MOHMTOPHMHIAa H pericTpalvd TONBKO TeX COOBITHH ayawra,
KOTOpBIC YAOBNECTBOPAIOT 33JaHHBIM KPHUTEPHSAM, 4YTO IO3BOJIMT OrPaHHIUTH
o0beM JaHHBIX, COOUpaeMbIX O COOBITHAX 0€30IMacHOCTH.

2.3. Upentndurkannsa 1 ayTeHTHPHKATHA

AVUC pomxHa TtpeboBaTh, 4TOOBI BCe CYOBEKTH JOCTYNA YHHKAILHO
UAECHTHOUIHPOBAIIUCE U ayTeHTH(HIpoBalich 1pu Jocryne k AWC ¢ nomonrsio
BBOZA HieHTH(pHKaTOpa U napois. UaeHTHQUKAIMA M ayTeHTH(UKALMA JOIKHBE!
OCYILIECTBAATHCA OO BHINIOMHEHHSA CYODBEKTOM JROCTyna Kakux-nubo HeicTBHIL.
AUC pomkHa moanepxuBath ayreHTuukauuio [lomp3oBaTteneli BMecte ¢ HX
apropuzaimeii. IlpemycmatpuBaercs, u4To aBTopm3aunus Ilomp3oBareneii
HPEICTaBAsET HA4YalbHBI YPOBEHb I pa3pellieHUs JOoCTyNa K JIOKAIBHBIM H
CETEBBIM pecypcaM.

AWUC gomxHa ofecrieudBaTh XpaHeHWe napojieii B NpeoOpa3soBaHHOM
¢opmare. AMC nomxHa npeaoCTaBiaATh CPEACTBAa YCHIEHHA 0€301acHOCTH
nmapoyieli 4depe3 HCNONb30BAaHHE MEXAHW3MOB, [IO3BOJIOLIMX OIPEJeNUTh
MUHHM&JIBHYIO AJIMHY, BpeMA AeHcTBuA (MUHHMAIBHOES U MAaKCMMAlLHOE), 33J1aTh
TpeGoBaHHe YHHKAIbHOCTH (HENOBTOPAEMOCTH) H BPEMA CMEHBI NapOJIA.

AVC pomkHa NOpefoCTaBlIATh MeXaHHU3M OJIOKHpOBaHHS YYETHOH 3ailicH
NoJIb30BaTelIs MOCce ONpe/e/leHHOr0 KOJIHYEeCTBa MONBITOK BBOAA HENPAaBUIBHOTO
HMEHH H/HJIU Napojif I0Jb30BaTeNs N0 ee pa30lIoKHpPOBaHWUA aAMHUHHCTPAaTOpOM
AUC wiM no MWCTEYEHWH BpEeMeHHM JAeiCTBHSA, 3aJaHHOrO Ui CYETYHKa
OMOKHPOBKH.

2.4. 3amuTa cHcTeMBbI 6€30NaCHOCTH

AUNC pomxHa NpenocTaBIATE PAJ]l BOZMOXKHOCTEH s obecrieueHns 3amuThI
cucTeMBl OezomacHocTH. M3onfums mnpoueccoB U MOJMEPKAHUA AOMeHA
GesonacHOCTH JAOMKHB obecneuuBatk Oe3onacHoe BBINONHEHHE (QYHKUHH
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cucteMbl OesonacHocTH AWC, Bo3MOXKHOCTB OCYIIECTBICHHS MEPHOZHIECKOro
TECTHpOBaHUA cCpefsl (QyHkupwoHupoBanus AVC (anmaparHoil d9acTH) H
coOcTBEHHO caMHX PYHKUHH cucTemsl Oezomacroct AVIC nomkHO o0ecreyHBars
MoAfiep:KaHHe  yBepeHHocTH  aamuHucTparopa AMC B HeToCTHOCTH M
KOPPEKTHOCTH (QYHKIIMOHHPOBaHHSA PyHKUHIH cHCTeMEI 6e30MacHOCTH.

3. Ocnosnsie PynKyuonanbrsie 603MOHCHOCMU ROBLIHNIEHUA HAOEIHCHOCHU

AHWC nomxna obecrieudBaTh HAZIOKHYIO 321UATY JAHHBIX OT HEIpeABHACHHBIX
cboeB WM OTKA30B CHCTeMBI, ofecneuuBas CIEAYIOUIHE BO3MOXKHOCTH IO
[IOBBIIIEHUIO HAJIEHKHOCTH.

3.1. Pe3epBHOE KONUPOBAHHE JAHHBIX

B AVC nomxHBl BXOIHTH CTAHJAPTHBIE CPEACTBA NMPEAOTBPALLICHHUS NMOTEPH
JaHHBIX M HX BOCCTaHOBJEHHS B CIy4ae BO3MOXHBIX cOGoeB. Mmerommecs
CPEICTBAa pPE3epBHOI0 KOIHPOBAHUA MAOIDKHBI MpeAocTaBnaTs l[losp3oBaresam
BO3MOXHOCTE BBIOOpa pa3snu4YHBIX CTPAaTerHil pe3epBHOrO0 KOMHPOBAaHHA,
of0ecrieunBalOIIMX HEOOXOAWMBIH yYpOBEHb 3allUThl OAaHHBIX B  CIydae
BO3HHKHOBeHHA cOoeB B pabore cuctemsl, npu 3Tom [lonn3oBaTensaM HODKHA
TIPEAOCTABIATECS BO3MOXKHOCTH BBINOJIHEHHA PE3€PBHOrO KOMUPOBAHUA JAHHBIX
Ha HECHEMHBIC U ChEMHBIE YCTPONCTBA XpaHeHUS.

3.2. BoccTaHOBJIEHHE CHCTEMbI

QOYHKIHOHAIBHBIE  BO3MOXXHOCTH  BOCCTAHOBJICHHS  CHCTEMB!  JOJDKHBI
no3poaATe Bo3Bpauiate AMC B cocrosnue, npemuectByiomee c6oro. [Ipu sTom B
ANC He pomxHO npoucxoauth notepu (MO0 mNoTepH JOMKHBI  OBITH
MUHUMAaJBHb!) H HCKAKEHUS JaHHBIX.

3.3. Cpencrea aAMHHHCTPHPOBAHHS, YNPABJCHUA H MOJAAEPKKH

B cocras AWMC noikHBl ObITH HMHTErpupoOBaHbl rpathHYecKHe CpefcTBa
aAMHHUCTPHUPOBaHHA W/WIH YTWIHTEL KOMaHAHOH CTPOKH, oOecreyuBarolIye
a¢pdekTHBHOE mMONHOMAcIITabHOEe M THOKoe ympaBiaeHHe (B TOM YHCIAE
MOHHMTOPHHT).

4. Cpeoda bezonacnocmu AHC

4.1. Mopaesn yrpos, xapakTepasble aaa AUC

4.1.1.  OcyuectTBieHde¢  HECAHKIHMOHUPOBAHHOIO  O3HAKOMJIEHHMA  C
NepCOHaNbHLIMU JaHHBIMU pabOTHHUKOB U BOCIIUTAHHHKOB.

HcTouHHKH YyIrpo3bl — BHELIHHH 3I0YMBILIIEHHUK.

Cnoco6 (MeToa) pealH3allHH Yrpo3bl — NEPEXBAT UHQOPMAIHK H3 KaHAJIOB
nepeJadd JAHHBIX C  HCMONL30BAaHHEM CHEUUANM3MPOBAHHBIX MPOTPAMMHO-
TeXHUIEeCKUX CPEJICTB.




HcnonbsyeMble yA3BMMOCTH — BO3MOJKHBIE HEZJOCTATKH MEXaHNU3MOB 3aIIIUTEI
NHpoOpMalMH IpU ee mnepejaue MO KaHaNaM Iepefayd AAHHBIX, CBA3AHHHIE C
BO3MOMKHOCTBIO  HECAaHKI[MOHHDOBAHHOTO O3HAKOMIIEHHMA C Ii€peJaBacMoif
HHpOpMaLHedl TPETHUX JIHIL.

Bua urdopmanuy, noTeHRRAJbHO NOABEPKEHHOH YIrpo3e — NEPCOHANBHEIE
NaHHble padOTHUKOB N BOCHUTAHHUKOB.

Hapymaemoe cBoiicTBo Ge3onacHocTH — KOHPUACHINANHHOCTD.

Bo3moxHBIE NOCTEACTBUA peasiM3allHl Yrpo3bl — HAHECEHHS MOPAJIBHOIo
WM MaTepuanbHOro yiuepba mumy, ¢UIYypHpYIOmEeMy B IiepeXBaucHHOH
nHpopMaluH. Hanecenue KOCBEHHOT'O MaTepHANBHOIO ymepba
0o0pa3oBaTeNnbHOMY YUPEXACHHIO,

4.1.2. OcymiecTBieHHe  HeCAaHKIHOHHPOBAHHOTO  O3HAKOMIIEHHA  C
NEpCOHANBHBIMU JAHHBIMH pa0OTHHMKOBR U BOCIIMTAHHHKOB H MX MoaM(ukauus (B
TOM HHCHEe NOJMeHa).

HeTouHHKH Yrpo3bl — BHEMIHHH 3I0YMBIIIIEHHHK.

Cnocob (MeToa) peanu3aliHH Yrpo3bl — NepexBaT HHPOPMAIHH H3 KaHAIOB
nepefavdd JaHHBIX C HCMONB30BAHHEM CHEHANM3UPOBAHHMX [POrPaMMHO-
TEXHHYECKUX CpelcTB; Momudukanus (B TOM YHACIE [OAMEHA) MepexXBAYEeHHOMH
UHPOPMALHH U HaBsI3LIBAHUE JIOKHOM HHpOpMaLmm.

Hcnoanzyemble  YSA3BMMOCTH —  HEJIOCTATKM  MEXaHH3MOB  3alllHTHI
uHpopMallMK MpU c¢ Mepelayc IO KaHajgaM Iepefadd AAHHBIX, CBSI3aHHBIE C
BO3MOXHOCTBI0 HECAHKLIIMOHHPOBAHHOIO O3HAKOMJICHHS U Moaudukanud (B TOM
YHClie NOAMEHBI) IiepeaaBaeMoil HHGOpMaLIUK.

Buj uadopManim, NoTeHIHAJILHO N0JABepKeHHOli Yyrpo3e — niepcoHaibHbIe
JlaHHbIe PabOTHUKOR M BOCITUTAHHUKOB.

Hapymiaembie  cBolicTBa  (e30MacHOCTH —  KOH(HAEHIHATLHOCTS,
I1eJIOCTHOCTD.

Bo3moxHbIe NOCJIeACTBHA peajH3alui YIrpo3bl — HaHECEHUS MOPANLHOTO
W/HIH MaTepHaIbHOTO yilepba numy, ¢QUrypupymouieMy B HNEpeXBaYCHHOU
uHpopManuy W3-32 HECAaHKIIMOHMPOBAHHOIO PacKpHITHA KOH(GHMIEHLMANBHO
nHdopMaLiK WIH pacpocTpaHeHHs packKpBITHIX AaHHbIX. HaHeceHne KoCBEHHOTO
MaTepHANbHOTO yinepda A0IKOIsHOMY 00pa3oBaTeIbHOMY YUPEKICHHIO,

4.1.3. HapymeHHe NOCTYNHOCTH, YTpaTa MIM HCKaKEHHE IIPeJOCTAaBIIEMBIX
NEPCOHANBHBIX JAaHHBIX pabOTHUKOB W BOCIIMTAHHMKOB BCJIEACTBHE cOoeB
(0TKA30B) MTPOrPaMMHOTO H anmapaTHOro obecrnedyeHus.

HcTOYHHKH YTrpo3bl — TPOrpaMMHOE H ammapaTHoe obecredeHne.

Cnoco6 (Meroa) peajau3alHH yrpo3sl — cOou (oTkasbl) IPOrpaMMHOIO M
annapaTHoro obecnedeHHs.

Hcnonniyemble YS3BHMOCTH — HENOCTaTKH MEXaHW3MOB o0ecredenus
NOCTYMHOCTH  TpeOyemoii mHbOpMalyMy, CBA3AHHBIE C  BO3MOXKHOCTBIO
GIOKMpOBaHUA NPEJOCTaBICHHA NHPOPMALHH Ha HEAOIYCTHMOE BpeMs.

Bua undopmanun, NOTEHUHAIBHO NOABEPIKEHHON YIpo3e — IepCOHANBHBIE
AaHHbie paGOTHUKOB M BOCITHTAHHHKOB.
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Hapymaemoe cBoiicTBO Ge30nacHOCTH — IOCTYIIHOCTb, JOCTOBEPHOCTS.

Bo3mozxknble nocaeIcTBHA PeaiM3alHH YIrpo3bl — HapyIIE€HHe CO CTOPOHEI
00pa3oBaTENBLHOrO YYpPEXIEHHS B3ATHIX Ha cebs obs3arenscrte nmo obpaGorke
NEPCOHAIBHBIX JaHHBIX PabOTHMKOB M BOCHHTAHHHUKOB H MOXET IMPHBECTH K
OpAMOMY  WJIH  KOCBEHHOMY  MarepualibHOMY  yuiepl0y — OOIIKOABHOMY
o6pa3oBaTeILHOMY YUPEXIEHHIO.

- 4.1.4, HapymeHne corinacoBaHHOCTH JAAaHHBIX B II€PCOHAJILHBIX JaHHEIX
pPabOTHHUKOB H BOCIIHTaHHHKOB BCJIEACTBHE cOoeB (OTKA30B) IPOrpaMMHOIO H
anmapaTHoro ofecledeHus, a Takxe oOMWHAOOK NEpCcOHANa TOIMIKOJILHOTO
00pa3oBaTeNBHOTO YUPEKACHUS.

HMcTouHHKH yrpo3nl — NporpaMMHOe H annapaTHoe obeclieyeHHe, MepcOHa
JOLIKONBHOIC 00pa30BaTeNbHOro yUpeXaeHHs.

Cnoco6 (Meroa) peaamsamMu yrpodsl — cOou (OTKa3el) NpOrpamMMHOIO
obecrnieueHUss W OWIMOKHM  JIEpcoHaNa  ACLIKONBHOrO  ofpa3oBaTelsHOro
YUPEKACHHUSL.

Hcenouibdyemble  YS3BHMOCTH — HEJAOCTATKH MEXAaHHU3IMOB olecrnevueHus
cornacopaHHocT AaHHbIX B b/l AWC, cBA3aHHBIE ¢ BO3MOXHOCTBEO HapyIIEHHS
COrMacoOBaHHOCTH.

Bua nudopmannn, noTeHUHANLHO NOABeP:KeHHOH Yrpo3e — epcoHanbHble
NaHHBIe paGOTHHKOB H BOCITHTAHHHKOB.

HapymaeMLle ¢BoiicTBa 0e30MacHOCTH AKTHBOB — AOCTOBEPHOCTH,
LEIOCTHOCTS.
Bo3moskHbIe NOCACACTBHA pealH3allHH Yrpoibl — pacCcorjlacopaHHE B

TIEPCOHANBHBIX JaHHBIX PabOTHHUKOB M BOCTIMTaHHHKOB, xpaHuMbiX B Bl AUC,
4YTO, B CBOK) OYEPEHb, NPHBEAECT K BO3MOXKHOMY HAHECEHHA MOPAIBHOTO H/HITH
MaTepHaNBHOTO yillepba TOMKOILHOMY 00pa30BaTeIbHOMY YUPeXKISHHIO.

4.1.5. OcyinecTBieHHE JOCTyTA {O3HAKOMIIEHHS) C [TEPCOHANBHBIMU JAHHBIMH
BOCITMTAHHHKA, XpaHUMBIMU K oOpabateisaeMeiMu B AWIC, 6e3 cormacus cyObekTa
MEePCOHANBHBIX JAHHBIX (3aKOHHOIO TIPEICTABUTENA) MJIH OKOHYAaHHA CpoKa
AEHCTBHA TAKOTO COIIacHsl.

Hcrounnkn yrposbl — YHNOJHOMOYEHHBIE Ha JOCTYI K [ePCOHANbHBIM
JaHHBIM BHYTPEHHUE H BHELIHHE MOJIB30BATENH.

Cnoco6 (Merox) peanH3alHH Yrpo3bl — OCYLLIECTBIEHHE JOCTyNa K
NEPCOHANBHBIM JAHHBIM BOCIHTAHHHUKOB ¢ HCMOJB30BAHHEM LUTATHBIX CPENCTB,
NpeROCTaBIAEMBIX IPOrPaMMHO-anapaTHeIM obecnieyeHueM AVC.

Hcnoab3lyembie  yA3BHMOCTH —  HEJOCTAaTKM  MEXaHM3MOB  3alllUTHI
MEepCOHANBHBIX JaHHBIX 00y4aromerocs, CBA3aHHbIe ¢ BOZMOXKHOCTRIO JIOCTYMA K
HuUM 6e3 NMUCBMEHHOro corflacus CyObeKTa MEepPCOHANBHBIX JAaHHBIX HIIH IIOCe
OKOHYAHMS CpOKa ero AeHCTBHA.

Buja uHgopmaunm, noTeHIHAJLHO NOJABEPKEHHOH yrpo3e — epcoHaIbHEIE
JIAHHBIE BOCTIMTAHHHKOB.

Hapymaembie ¢BoiicTBa 0€30NaCHOCTH — KOH(PHIEHUHANBHOCTB.



BosmokHble moceacTBHS peaiiM3auHH Yrpo3bl — HECAHKIMOHMPOBAHHOE
O3HAKOMJICHHE ¢ [EPCOHANBHBIMH JAHHBIMH BEJET K HaHECEHHIO MODPAIBLHOIO
H/HIH MaTEPHAIBHOTO ylepba o0y4arolueMycs H3-3a HEeCaHKI[MOHHPOBAHHOIO
packpbiTHA KOHUAeHIHaNbHOH HHbOpMaLIHHL,

4.1.6. Buaenpenne B HH(POPMAIMOHHYIO CHCTEMY 00pa30BaTENHHOIO
YYPEXKIEHNS BHPYCOB H IPYroro BpeAOHOCHOIO NPOrpaMMHOro obecredeHHs MpH
B3aHMOACHCTBHH C BHELIHHMH CUCTEMaMH, a TAKXKe [ONb30BaTeNAMH ¢ HOCHTENEH
nHdoOpMaInH, UCTIONb3yeMBIX HA aBTOMATH3UPOBAHHEIX PabOYHX MECTax.

McTOYHHKH Yrpo3np1l — BHYTPEHHHE NOJB30BaTeId M NePCOHAN JOHIKOIBHOIO
00pa30BaTEeNLHOrO YUPEKACHHS, BHEIIHHE CHCTEMBI.

Cnoco6 (Meroa) peanusauuH yrpo3pl — BHEJPEHHE BHPYCOB H JIPYTOro
BpPEOHOCHOTO IpOorpaMMHOro odecrevyeHus NpH B3aHMOXEHCTBHHM ¢ BHEIUHHMH
cucreMamu ((aiinoBpiii OOMeH, 2MEKTPOHHAsA IOYTA H T.OL), a TaKkKe IIPH -
HCIIONB30BaHUM CBEMHBIX HOCHTeNled HH(pOPMAllMH HAa aBTOMATH3HPOBaHHEBIX
paboumx MecTax.

HcnonblyemMble  yA3BHMOCTH —  HEJNOCTAaTKM  MEXaHU3MOB  3allUTHI
HHQOpMALIMOHHOH cHcTeMbl O00pa3oBaTENIbHOTO YUPEXKIACHHS OT BHEAPEHHS
BHPYCOB M JPYIoro BpPeAOHOCHOrO IPOrpaMMHOr0 OOeCTICYCHHS, CBA3AHHEIC C
BO3MOXXHOCTBIO BHE[PEHHSA BHPYCOB H JAPYTOro BpPEJOHOCHOTO MPOTPAMMHOTO
obecnieueHH.

Bna nndopmanum, noTeHIHAJILHO NOABEPIKERHOH YIrpo3e — MPOTpaMMHOE
obecnieueHue HWH(POPMALMOHHOH CHCTEMBI JOLIKONBHOTO 00pa3oBaTeNbLHOTO
YUPCKACHMSL.

Hapymaemoe cBolicTBO 0€30NaCHOCTH AKTHBOB — IEJIOCTHOCTD.

BosMoikHBIE TOCJAEACTBHA pPealH3aUHH YrpPo3bl — HapylleHHEe pPeXUMOB
¢yHKUHOHHPOBAHHA HH(OPMAIHOHHOH CHCTEMBI 06pa30BaTENbHOTO YUPEXKACHH,
noTepsa (yrpara) ¥ HCKaXeHHe MH()OPMalMK, CHH)KEHHE YPOBHS 3allMIIEHHOCTH
MH(pOpMAIMOHHOI CHCTEMBI AOMIKONBEHOIO 00pa3oBaTeNIsHOro yupexaeHus. Beaer
K BO3MOXHOMY MaTepHaJbHOMY yuiepOy [IOWKOJIBHOro o0pa3oBaTeNLHOro
Y4peXACHHA.

4.1.7. OcyiecTBneHue HECAaHKITHOHUPOBAHHBIX HHOOPMALHOHHBIX
Bo3AcHCTBHH  (MoAM(UKauUs ~ KOHPUIYPALMOHHBIX  JAHHBIX  MPOrpaMMHO-
anmnapaTHEIX CPEACTB, Noabop ayTeHTH(HKAIHOHHOH HHQOpMALMH H T.IL) Ha
HHOOPMAITHOHHYIO CHCTEMY JOIIKOJBHOTO 00pa3oBaTenbHOrO yUpeXKICHH,
OCYILECTBISIEMBIX U3 BHELITHUX CHCTEM.

HCcToYHHKH Yrpo3bl — BHENIHHE 3JIOYMBIUIUIEHHHKH, BHELIHHE CHCTEMBI.

Cnoco6 (meron) peanusauHH  yYrpo3sl —  HECAaHKUHOHHUPOBAHHEIE
UHPOPMALMOHHBIE BO3JAEHCTBUA ¢ HCIIOJNB30BAHHEM CHELHATU3UPOBAHHOTO
IporpaMMHO-arapaTHOro odbecneueHus.



Henoan3yemble  YA3ZBHMOCTH —  HENOCTATKH  MEXAHW3MOB  3AIIMTEHI
AH(pOPMAaLMOHHOH CHCTEMBl AOMKOJBHOTO 00pa’0BATENLHOIO YHYPEXAESHHT OT
HECAHKIIMOHUPOBAHHBIX BHEIIHUX BO3ICHCTBHHA.

Bug mHdopmanuu, noreHnHaALHO NOABEP:KeHHOH yrpo3e — NporpaMMHO-
annapatHoe  obecrieueHHe  WH(OPMALMOHHOH  CHCTEMBI  JOMIKOJILHOTO
o0pa3oBaTeIbHOTO yUpexKIeHHSI.

Hapymaemsble cBoHcTBa 0€30NMaCHOCTH AKTHBOB — KOHGHWAEHIHAILHOCTS,
LENOCTHOCTb.

Bo3smoikable moC/eaCcTBHA peajlH3alHH YIpo3bl — HapYyIICHHE PEXXHMOB
(GYHKIMOHUPOBAHHS HHOPMaIIMOHHOH CHCTEMEI JOILIKOJBHOTO
006pa3oBaTENBHOTO  YUpeXAEeHHS, CHIDKEHHE  YPOBHA  3alUUIIEHHOCTH
HHGPOPMALIHOHHOH CHCTEMBI JOIIKOJIBHOTO 06pa3oBaTeNbHOTO yupexaeHus. Beger
K BOBMOXXHOMY MaTepHaJIILHOMY yiepoy.

4.2. IloanTHKa K nean 6esonacuoctd aas AUC
AWC momxkuHa obecrneyuTs cilefl0oBaHHE IIPUBEJEHHBIM HIDKE MPABHIAM

0e30I1acHOCTH:

1. JomxHa OBITE OOecleueHa perucTpalys 1 y4eT NOMyYeHHs (BKIIIoUas YKa3aHHe
CpoKa ACHCTBHs) COIJIACHS  3aKOHHOrO MNpeNcTaBUTeNs BOCMHTAHHHKA HA
0o0paboTKky nNpesocTaBIeHHBIX MM B JOIIKOJIBHOE  OOpa3oBaTeNBHOE
yUpeKAeHHEe EPCOHANTBLHBIX NaHHBIX.

2. JlomxHa ObITH OOecriedeHa BO3MOXKHOCTE HaIe)KHOTO XpaHEHH TIEPCOHANBHBIX
JAHHBIX paGOTHUKOB M BOCIIMTAHHHUKOB (B TeUEHHE JEHCTBHS CPOKA TPYHZOBOIO
JOroBOpa M paspeuicHHs (cornacus) Ha oOpaGoTKy NepCOHANBHBIX AAHHBIX
COOTBETCTBEHHO).

3. Jlomxna OBITH 0oOecreueHa BO3MOKHOCTE Oe30racHoro BoccTanoBiaenda AUC
ITIOCIIE C6OEB H OTKa30B I[IpOrpaMMHOI0O 06eCHe‘IeHI/IH H 060py,l[0BaHPI$I.

4. Nlomxuna ObITh  oOeclieueHa 3amura WHOOPMAlMH, COCTABILAIOLIE
nepcoHANbHBIE AaHHBIE PabOTHUKOB W BOCIIMTAaHHHMKOB, NMpH ee oOpaborke,
XpaHeHUH U Tepeiade CIelHaTU3UPOBAHHEIMU CPeCTBAMH 3alllMTEL

5. HomxHo OBRITE o0ecnedeHO HalWuHe HajuekallkX, 3alldIIeHHBIX OT
HECAHKIMHOHHPOBAHHOT'O HCIIONb30BaAHHA, MCXaHH3MOB PETHCTpallii H
npenynpexjaenns anmuuuctpatopa AVIC o mo6slx cobeITHAX, OTHOCAMMXCA K
0eszonacHoctu AHUC.

6. HomkHO OBITH oOOecredeHo Hanuyue HaJIexauux H KOPPEKTHO
GyHKIHMOHHPYIOLIHX CpelcTB aJIMHHUCTPUPOBAHHA 0e30aCHOCTH
HHGOPMALIIOHHON CHCTEMBI AOLIKOJBHOIO 0O0Pa3oBaTENBLHOIO YUpPEKIACHHS,
JOCTYTIHBIX TONBKO YIIONHOMOYECHHBIM a8JIMHHHUCTPATOPaM.



7.

I[OJI)KHBI OBITE IpCOOoCTaBJIICHR] MEXAaHH3MbI aYTeHTH(bHKaLIHH,
OGCCHG‘{HBEHOU.[HB AJCKBAaTHYIO 3allliTy OT IIpPAMOr0 MIH YMBIIUICHHOTO
HAapyIeHUA 0e301IacHOCTH HAPYIIHTCIIAMHU ¢ HU3KHM MOTCHLHAJIOM HallaaAcHHA.

. ,HOJI)KHLI ObITL OOecredeHbl MEXaHH3MEI T CHEpallMH, HaIIEXKaIlero R\

3alMIIEHHOTO paclpeleleHnd, YHHYTOXKEHHA KIIOUeBod HH(pOpMaIHH, a
TaK)Ke MEXaHW3Mbl IIH(POBaHUA, ¥ (OPMUPOBAHMS VIEKTPOHHOH HH(PPOBOH
noanucH. JlaHHbIE MeXaHHU3MBI JOKHBI (PYHKIHOHHPOBATh B COOTBETCTBHH C
CepTH(PHULHMPOBAHHBIMH AITOPHTMAMH,

4.3, TlonuTHka U nen GesonacHocTH Aas cpensl pynkanonnpoanna AUC

Cpena ¢yaxumonupoBannga AWMC JnomkHa obecneynts  CleAOBaHHE

NMPUBCACHHBIM HHKC ITpaBHIaAM 0Ge30MacHOCTH:

1.

JomxkHa ObITh obecneteHa HHKeHEpHO-TeXHUYecKas YKPeIIEHHOCTh 00HEKTOB
pa3sMEelIEHUs CHCTeMBI O0palOTKH, XpaHeHHs H IepeAadd HHbopMalyi,
cojiepiKalleii cBeieHHs O epPCOHANbHBIX JaHHEBIX.

. OObeKkTBl pa3MellleHHs CcHCTeMbl 00paloOTKHM, XpaHeHHd M IIepeAadd

HHGOPMALMH, COAEPKaLell CBEACHUSA O NEPCOHATLHBIX JaHHBIX, NOJDKHBI OBITH
o0opynoBaHbl CHCTEMON OXpPaHHON CUTHANIU3aLMH.

. IlOJI}KHa OBITH HCKAIOYCHA BO3MOKHOCTD HCCAaHKIIHOHHPOBAHHOIO

GU3AYECKOr0 JOCTYNna K IIporpaMMHO-aIapaTHBIM 3JIEMEHTaM CHCTEMBI
00paboTKH, XpaHeHHS M nepedadyd MHPOpMaLNH, COJAepXamed CBEACHHUA O
NEPCOHANBHBIX JAaHHEBIX, CO CTOCPOHB! IICCTOPOHHUX JHII.

. Ha ofbektax cucTeMsl 0OpabOTKH, XpaHeHHs H Mepeladd HHQPOpMALIUH,

cofeprkamiell cBeJleHUs O MEPCOHAIBHBIX AAHHBIX, JO/KHO OBITH obecnedeno
HaJIHYME M Hauiexallee HCIONb30BaHHE CPEACTE AHTHBHPYCHON 3alllMTHI,
cepTUQUIHMPOBAHHBIX MO TpeboBaHusM Oe3omacHocTH. JlomkHO OBITH
obecrneveHo peryispHoe 0OHOBIEHHE aHTHBUPYCHBIX 0a3.

OObeKTBl cucTeMbl OOpabOTKH, XpaHeHus U Tepefadyd HHGQOPMaIlHH,
coleprkaliel cBeneHUs O NEepCOHANBHBIX JaHHBIX, JOJDKHO ObITh MOAKIIOYEHBI
K BHEIIHUM BBIYHCIHTENBHBEIM CETAM OOILEro MOJMb30BaHUs C MCIONB30BAHUEM
HAUIeXAINAX CPEJICTB MEXKCETEBOro 3KpaHUPOBAHUSA, CEPTU(UITMPOBAHHBIX 110
TpeboBaHnsIM Oe30MacHOCTH,

. Ha o0®BexTax cucrteMbl 00paboTku, XpaHeHHS H Iepeaady HHGOPMaLHY,

cojiepkaliiell CBeJeHHsA O NEPCOHANBHBIX AAHHBIX, HOIDKHO OBITH obecredyeHo
OTCYTCTBHE HEIITATHBIX IIPOTPaMMHBIX CPEACTB, HE MMEIOLIMX OTHOLICHUE K
nporeccy GyHKIMOHHPOBaHHS ROIIKOIBHOTO 00pa30BaTeNbHOIO YIPEXKASHHUA.
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7. HomxHbl OBITE o0ecrmedeHbl YCTAaHOBKA, KOHGHIYPUpPOBaHHUE H YIIpaBICHHUE
nporpaMMHoO-anmapatHeiMH  cpeactBaMd  AMC B COOTBETCTBHM  C
PYKOBOACTBAaMH H COIJIaCHO OLIEHEHHBIM KOH(UTYpallUsiM.

8. HepcoHan, oOTBeTCTBEHHBIM 3a aaMuHHcTpupoBaHue AWMC, npomxeH ObITH
OnaroHale;)kHbIM M KOMIIETEHTHBIM, H PpYKOBOICTBOBAaTbCA B CBOEH
IeATeIbHOCTH COOTBETCTBYIOIIEH NOoKyMeHTalueH.

9. VnonHoModeHHble Ha pabory ¢ AMC onepatopsl OOMKHBEI  OBITH
OsaroHaNie:>KHbIMH, PYKOBOACTBOBATBCS B CBoell paboTe 3KCINIyaTalHOHHOM
noxkyMmenTauueli Ha AMC, a uxX coOBMeCTHBle JelCTBHS HJOIDKHBI OBITH
HalpaBlieHbl HCKIIOYHTENIBHO Ha BEHIIOJHEHHE CBOMX (YHKIHMOHANBHBIX
o0s3aHHOCTEH.



